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1. f#F] HTTPS A% HTTP.

2. AEFAEBARE DS, U0 80 F1 443,

Web Access Mode (L HTTPS '® HTTP ' Disabled ') Both HTTP and HTTPS
Enable User Web Access ) Disabled '® Enabled

HTTP Web Port 80

HTTPS Web Port 443

Disable 55H @ No & Yes

Web/Keypad/Restrict mode
Lockout Duration

5

Web Session Timeout 10

Web Access Attempt Limit 5
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Admin Password
Current Password
Mew Password

Confirm Password
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Web Access

User Password

Mew Password

Confirm Password
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SIP ik = AENL A 2 2P
P A
BN R, WL RE R, I S TR, AU A SIP H T (Accountl: 5060;

Account2: 5062---) [ AT ABEAT ELHE TP WEAY,  BIAEX S0k SR M BMEAT PBX. PR, AR R
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“TLS” , DMEXF SIPASAHEATINE . wIDARCE STP AL% bl Web UT R HEEANIK 1 —1k P — 1k J7 X—STP
BWE-HARRE. 2 C TLS” i, FATEWIS SIP URT T MM “ sips” AR “ sip” , Ltk
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5IP Transport * Jpp TCP TLS/TCP

® Transport Only ' Dual 2 Dual (Secured)

SIP Listening Mode
L Dual (BLF Enforced)

5IP URI Scheme When Using TLS O sip ® 5ips
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A AR 43— 22 4% B FRLE SIP TLS iEH, ARG — 24T :

Walidate Server Certificates & nNo D Yes

SIP TLS Certificate

SIP TLS Private Key

SIP TLS Private Key Password

Custom Certificate Upload
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- RASAERI CAIEFS : AEHANEFUEAT R U0 E

Trusted CA Certificates

Index ID Issued By Expiration

1 | Upload | | Delete |
2 | Upload | [ Delete |
3 | Upload | | Delete |
4 | Upload | | Delete |
5 | Upload | | Delete |
6 | Upload | | Delete |
Load CA Certificates | .Default Certificates v .
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Anonymous Call Rejaction ) MNo D) Yes
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o HAhSIP RARE:
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- UARVRE sip fF5aH) SIP EXK:

WEN 7 DLk GRP KA N\ SIP JH B il SR URT ¥ SIP tdik: 4n 5K (1 STP iR %% #s thdik AN DT
Bc, DU AL A FE 2
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WHE “R7 DB EREIZE ID A1 CSeq FrIRIGIFAENEE . WRBEANEEIRE, CHHIEL,

- RH invite BESIE sip A/ ID:

WEN “Z” LUs AWUEND INVITE AR URT #9 RS SIP F§ - ID; iS5 GRP SIP A ID ASUGHEE, W%
WEIE g . an ik, ELRE TP MRt i 2k

- IRYERH INVITE:

BeEN R DUl ¢ SIP /401 REFBL” 1 BRBAEE N B LLEET B4 S 1IE -

Validate Incoming Messages Mo U Yes
Check SIP User ID for Incoming P ne @y
INVITE SRR e
Accept Incoming SIP from Prox

P 5 Y ® No U Yes
Only
Authenticate Incoming INVITE ® No U Yes

Save Save and Apply
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SRTP

T B ES @S ST, GRP 74 SRTP, FHF{#H AES (A& 128 #1256,  L05R STP 44 (SRS H2 L
) SCFFSRTP, MIESUHE A SRTP. A PAYE Web GUI—MK F* X—i& &% ¥ & FACE SRTP.

SRTP Mode Mo T
SRTP Key Length | AES 1288256 bit
B 11 : SRIP B
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SNMP

SNMP B F M2 8, aniRAERHE, |ATEINZHE. HP A CLEE GRP #7 Web GUT 7E “M4%” —
“ SNMP 138 ” DU FHAT LA

- W A SN

Enable SMMP W Yes @ No
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GRP iR &K=&

GRP TP FE1EZFF@E T TFTP, HTTP / HTTPS, FTP / FTPS FN#ACE (4. FHEERT Web GUI—4Y'—F-H A E Y

LEPSuAE

Config

Config Upgrade via

Config Server Path

Config Server Username
Config Server Password
Config File Prefix

Coniig File Postiix

XML Config File Password
Authenticate Conf File

Download Device Configuration

Download Device Configuration
[XML)

User Protection

Download and Process ALL
Available Config Files

Download User Configuration
Upload Device Configuration
Export Backup Package

Restore from Backup Package
Firmware

Firmware Upgrade via
Firmware Server Path
Firmware Senver Uzemame
Firmware Server Password
Firmware File Prefi

Finmware File Postfix

O TFTP O HTTP ® HTTPS O FTP O FTPS

fm.orandstream.com/as

® No @ Yes
Download
Download
® Of © On
® No O Yes
Download

Download

O TFTP ® HTTP O HTTPS O FTP O FTPS

fm.arandstream.com/gs
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- IOUFECE S
X248 GRP ¥ B 1E N B B SO 2 B e kAT S il . WE N “” i, ME L IES PHE
P1 F1 GRP iEHL A B2 0D, an SR 25 2R 8l 5 % AL ANULEE, U GRP A2 3 I BC & SO .

- XML R B EE:
A LU A OpenSSL Jn%& GRP XML MC & . N5, GRP ZRFEIL T B bR L IEm &S, LMET#)5
A DL XML L8 SCfE. AR5 AT AN FZIECE o iR, XML PG B SO SRR I 2 e B SO R S R
Thie. ik, @R XML G B SO I D e FLEAT 2

- BUERRSEUER: (R4 N2 et E -2tk
XHECE AR A /B E SO R IR UE IR ST AE T . AR E Y 927, W GRP KA AR IR S5 &
[ /B E A

TR-069

TR-069 BRIANTE UL T AL TAEAVIRAS, WRAEH, @EUCKIHEEM .
HEGES —TR-069 T /5 H] TR-069 FAE AR 55, HL AT LA E BL R A%

e ACS URL: #5% TR-069 HZIAC B IR % %51 URL.

ACS B4/ % M\ ;44 /%09 LLAGIE ACS.
TF I8 I - 3% 5 I S ) B8 4. 5] ACS

SE I EERRAIRR 150 BURE E I Bl ELRIK B ACS I

BEEERR P& /8W: AR 4/ ER LU ACS HEHEF] GRP.
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e CPE SSL #EH: EEHEYLIEIT SSL %3 ACS I 58 A% F HAE 5 304 .

BE

e CPE SSL #A%H: ESEVLIEIT SSL %3 ACS I35 A% F HAE 155575

TR-069

ACS URL

TR-069 Username

TR-069 Password

Periodic Inform Enable ® Mo O Yes

Periodic Inform Interval 86400

Connection Request Username

Connection Request Password

Connection Request Port 7547

CPE 55L Certificate

CPE S5L Private Key

Randomized TROBY Startup ® Disabled 2 Enabled
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ARGHE

GRP SZ ¥4 Syslog KIZFLEFE Syslog IR 2%, BRINEM T, ©a2Ed UDP KIER), FATEBCKHESCN
“ SSL / TLS” , XHASHAERMASGHEH K@ TLS EiELaith K%,

Syslog

Syslog Protocol | UDp v

Syslog Server

Syslog Level | NONE v

Syslog Keyword Filtering
Send SIP Log ® No O Yes
Show Network Warning Message @ Ng ) Yes

Auto Recover from Abnormal ) No ® Yes

Save and Apply m
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ANIEH, XATRES S E VoIP ¥4 ToEEy: M Ek g 7y,

{#F TLS F1 SRTP 34T SIP WEAY

76 GRP |, ZEUCHK TLS T SIP f5%1, 604 SIP URL 710 « sip” FITF SIP (54N, FifH
SRTP HEAT AR N

1 SR D 24 A B O3 T LG 7 RN, JUITE GRP A FH ¥ STP g L1 A0 RTP 3y 11 LA

> fF web UT — WS x — SIP %E — EARE, “Ahign”
5E SCHT T i Wi A AL S A . STP 3 11 (56 STP A& 4 bl i UDP / TCP B, BRIAE X Tk 1 2
5060, XF MK 2 & 5062, X THKT 3 J& 5064, XF Tk 4 & 5066-++ 2448 H TLS 1y SIP 444
W, Tk 1, BRIAME N 5061, MK 2 /& 5063, KT 3 5 5065, -5 REHE 1 3 65535,

> £ web Ul — B8 — HEAEE, “AMRIPHGO7 2 L7 A RTP H T WV AL 155 1
A H RTP 3 LG FELE 1024 £ 65400, JF HAA B0 (5% E28IE 0 FIFHEA RTP 4. B )5, iHiE
0 K¢ xt RTP {i FH It port value, XfF RTCP {fH port value + 1. @i 1 K port value + 2 i
17 RTP, LASbEHE, BEREBIRG], REKHILEENSE 4 port_value. RTP FIERIAME N 5004,
RTCP [IERINE A 5005,

Xt F GRP26XX 1EAL, AT PAAAHE RTP &y e F—Nu R, M 48 2] 10000, FRIABEE N 200,

EE: RSN N, ULy GRP L STP Mk S 4TJF SIP % 1 . JoFEAER K d b A H BR A3 1
5060/5062 /++-o M, HTRAHK, W2 PG AT LA REORE B K LR A S ) GRP STP S
F 5060,
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