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CONNECTING THE WORLD

WIFI fE
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XFFi2W, FP R BN JT A S SR (AP B P, AR S| AP) .

1) KBRS Ik s AR AP 559
fi W DMERE SR TA, fin:_Acrylic PCZ i,

MAC Address  [RSSI Chan [802.11 Max Speed Vendor

jul EMEA_Office 00:0B:-82-8B-4D:Dé 45 4l 53+157  n, ac
B EMEA_Office 00:0B:82:8B:4D:D5 _45 6 b g, n
B 1: RSSI 1§

*RSST (W5 5 3RETRR) 2 TR LB SIS 5 N RERARE. N 2% H:

£ 1: RSSI %48
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https://www.acrylicwifi.com/en/wlan-software/wlan-scanner-acrylic-wifi-free/
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1) KA AT AR BRI v a6 B SO A
2) ZHAHHIER) AP fERSIE (56hz BB IER, AHZTH) -

HAh WiFi %%

WiFi BATER R (2. 4Ghz F1 5Ghz) L, B AMEN SR FERAR—EERN, [/ 2.46Ghs M
B AP 255 Z B FEE T

EEER S
FHF WiFi At LE (Bln:_Acrylic), FERM@ALER PC L&KM HMFEEER AP 5%,

SSID MAC Address  |RSSI Max Speed

B GWNEB4E24 00:0B:82:8B:5D:65 -45 il 6 b, g. n, ac 144.4 Mbps Grandstream Networks.
GS_Training D&:0B:82:8B:4D:D5 45 il 6 b, g n 216.7 Mbps
Bl EMEA_Office 00:0B:82:8B:4D:D5 -45 il 6 bogon 2167 Mbps Grandstream MNetworks.
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A ZEE /) 56h IEIE HEATIERE .

B 33: SRBEH
2) HEIZXE AP FEIPEEATRENAES (BEE 1. 6 1 11)

3) PREIAVFERESR—MNEANSRE PSR (R AP F) .
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RBEE R 7

M—FF4h, WiFi brfEEIS ZEM R RE, B UL IETT SCRE & 1
£ 2: WiFi FREREEERR

802.11 (legacy) 1 Mbps
802. 11b 11 Mbps
802. 11¢g 54 Mbps
802. 11n 600 Mbps
802. 11ac 1300 Mbps

PR G P ICBE % BRAR S R R Ve o6 A2 AR S A R i A it i = BRI TR, BeAh, MR RSO g
il , T HR MM (Blln: 802. 11b) L) HRME 2B AR FEAREEA 2% 1 1 e .

C: \WINDOWS\system32>netsh wlan show interfaces

HEHE R N
There is 1 interface on the system:
TG A i B AR DA R 28 A B T AN A R i il

S RT RE T DA i S LR SR 2 D i R B e, sl
TEATLMER LR dr -

Ra ype
Authentication
Windows command: netsh wlan show interfaces 2 T
Linux command: 7iwconfig rate (Mbps)
t rate (Mbps)

1) 25F] 802. 11b ZEIHPMY (7E GWN LERINZEHD .
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B 4: g —iER— SRR

Debug

Capture Core Files Ping/Traceroute Syslog

Required Options

File Name (2)
Interface (2) | groupd v
Device E'._33 -- please choose - v

Advanced Options

File Size (7) Rotate Count (%)
Direction (2) | All v
Filtering Options
Source Port Destination Port
Source IP Destination IP
Protocol All v

Status: Idle
i Current Size: 0

Captured File List

Device L'EJ -- please choose - A List

¥ H/Ping

GWNAH WNER ping MEKH SERFERRIGUE I 25IERE, AT DAFEAES —IR i —ping/i% b F 1 15 1) o

Target Tool IPv4 Ping r
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Web_EFF 2 Syslog
FHFPATEAM GINT6xx Web GUT FHIRAWE-AR-RGHERMNEHRMNAGHEHEE. REGHEHEER
NEE 15 FPRHT—IK.

ERE RS HEMRS

MR PRGN AN LU R G H S BRI R B2 M ARG H MRS 4%, s R RaR HoAi m e s —4k
P—RGHE RS S

Maintenance

Basic Upgrade ACCESS Syslog
Syslog Server (2) | 10.1.1.240
Syslog Level (7) | Debug

Save | Reset

B 6: % —RLEHE

GWN A%.Co e Al SCAF

FERZHIEOLT, 2 GIN AP ERAERGUHBIN . Kbz 08l Har 2 MNDy:

Core. $bhinary. $mac. $model. $fw version. $hash. gz.

§ BT VR A A

T T SR R G E A AZ O S N RSO AR RS H &, IR FRIR S IT R/ 7 i AR CAEAT 40 #r

Path Last Modified Actions
corefiles/core.gsportalcfg.000B828B5830.GWN7600.1.0.2.4.bdc295e186735ad60ea3...2017/04/25 03:24 PM |'£| ﬂ_j
corefiles/core.gsportalcfg.000B828B5830.GWN7600.1.0.2.4.0aee85b44219d1d1f641...2017/04/25 03:24 PM |'£| n_ﬂ
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2% LK T B S 0 23 A 5 1) I 2% A5

WitRJy 2.4G FI 56 J3 FASTEAEIN, I PR WK AR 8] CAMEAT IR B 047 o 08 mT LUK Hol B oM TE i e @
T8 AR LA R IZ0E 8 0 4k 8

TRAZM peap SCHFRT BUEI acrylic TH SN . WIS/ SEMEMRZ )7 T 75 B8 0, EHRIERAE T peap
SO, DB AT LUK Ho AL i 25 HoA N A

PAF ZAcrylic WiFi 40#r L EAEH:

https://www. acrylicwifi. com/en/wlan—software/wifi—analyvzer—acrylic—professional/wifi—network—scanner—

windows/

w Acrylic Wi-Fi Professional - Andres Tarasco Acuga @M‘
File  Windows Tools Help NDIS interfface | Dell Wirsless 1702 802.11b/g/n '] Start ° 1 | Monitor: ON | GPS | =
Menu « | Packet Viewer
(((!l)) Filter: - _.f-'\.DDh-’. ] '.C.l.ear | 0 Show Vendor preficin macs Status: | OFF
"}‘ MNumber Time Rssi Chan Type SubType Source Address BSSID | Destination Address | Size Description =
94442 66 . 2 Control BlockAck 55 [
Ak 94443 7.0 2 Cortwl BlockAck 55
1R 54444 Sl 2 Control Acknowledges 35
94445 L ey 3 Management  Beacon Cisco-Li_26:CD:-03 Ciseo-Li_26:CD:03 [Broadcast] 374 S51D: CCAV
i 94445 76 . 3 Control Acknowledges 35
Stations 94447 A 3 Management Beacon Cisco-Li_26:CD:03 Ciseo-Li_ 26:CD:03 [Broadeast] 374 5510: CCAV
94448 75 4 3 Management Beacon Cisco-Li_26:CD:03 Ciseo-Li 26:-CD:03 [Broadeast] 374 55ID: CCAV
X. 54445 75 . 4 Management  Beacon ProximWi_SE:79:E1 ProxinWi SE-79:El [Broadcast] 143 551D: CCAV
SN 54450 59 4  Management ProbeRequest SamsungE B1:2D:F& [Bxoadeasc] [Broadeast] 163 551D: Andoma wifi Congres
Packets 94451 il 5  Management Beacon Prowimii_SE-79:E1 Proximili_SE:-78:E1 [Broadecsst] 143 S51D: CCAV
PN 54452 59 5  Management ProbeRequest SamsungE 81:2D: [Broadcast] [Broadecast] 163 551D: Andoma wifi Congres
9-1453 59 al 5  Management ProbeRequest SamsungE 81:2D: [Broadeast] [Broadcast] 163 5510: Andoma wifi Congres
} 5 Management Beacon ProximWi SE:79:EL ProximWi_SE:79:El [Brozdeast] 143 5510: CCAV
GPS I.E...ﬂ.lﬂﬁﬂﬁﬂﬁﬂ.bmﬂﬂt: \imiwi 58:79:%1 | (Brosscastl | M3SSD.CCAV |
e al 6 Data QoS5Data Cisco E4:28:00 Cisco BF:B4:80 AzureWav 52:C1:14 25922
= 9445 4;1 Jl 6 Control Acknowledges 15
= 94458 -55 .l 6 Data QoSData AzureWav S2:Cl:14 Cisco BF:B4:80 CISCOSYS SF:F0:57 117
Inventory 94459 55 .l &  Control Acknowledges 35
54460 56 6 Data QoSData Cisco Z4:28:00 Cisco BF:B4:80 ASUSTekC _E1:35:CF 186 i
| 4 1 b
M. Packet Tree and | imal view =
Scripting i Spurce Address: 00:20:R6:5E:79:E1 - Proxim W: + 00 01 02 03 D4 05 06 07 08 09 0A OB OC 0D OE OF
B5SID: 00:20:A6:5E:79:E1 - Proxim Wireless
0000 | 00 00 17 00 ZF 00 00 00 B7 DO 24 15 00 00 00 00 o
Sequence control: O0x63F0
& Beacon 0010 | 18 04 80 09 90 04 B9 80 B0 0000 FF FE FF FE FE 6E R a
--leed —j| 0020 | FF 00 20 A& SE 79 E1 00 20 A6 SE 79 E1 FO 68 37 ¥- 1*ya-
B e tion S eperis 0030 |50 D7 &C ED 00 00 00 64 00 31 OC 00 04[4343 41] Ex1i---a
3 : = 0040 01 08 52 84 SB 96 0C 1§ 30 45 03 01 06 05 04 Iﬂ R
OWISAM 0050 | 00 01 00 00 ZA 01 00 30 14 01 00 00 OF AC 04 01 St -
0060 | 00 00 OF AC 04 01 00 00 OF AC 02 01 00 32 04 12 e R e e
OWISAM | 0070 (24 60 &C DD 16 00 50 F2 01 01 00 00 50 F2 02 01 £°1Y--Po <. - -Bd- -
g Supported Rates: 0x820801 0080 | 00 0050 FZ 02 01 00 00 50 F2 02 SE 08 C4 8F o o ST Pp-r A
[-DS Parameter Set: Channel & =
Options | (| - I | »
| 196 /196 AP(s) | GPS Status: Off
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Wireshark JeARPIE K1 EOBE CAZR AT, Bl PRANAS 25 /) 2% 20 22 18] AR U0 B SR 35 BhUR AN A 1 ) 4%
R, NPT Wikl A HId iR

# 3: Wireshark WiFi idyg3e

i

o P g wlan. fc. type eq 0

2 5h1) it wlan. fc. type eq 1

H 4 g wlan. fc. type eq 2

KRBTGSk wlan. fc. type subtype eq 0

R A 3 wlan. fc. type subtype eq 1

BRI E K wlan. fc. type subtype eq 4

SR ] 37 wlan. fc. type subtype eq 5

Beacon wlan. fc. type subtype eq 8

NIE wlan. fc. type subtype eq 11
ESIERINTI wlan. fc. type subtype eq 12

Type/Subtype:

= Frame Contro

.00 =

el ==

011 ... =

= Flags: 0x00

saves w200

e kg

S

P | —
) 8
o0

e oo

.000 0000 100

Receiver addr

¥ Frame 56: 16 bytes on wire (128 bits), 16 bytes captured (128 bits)
|7 802.11 radio information
|2 IEEE 802.11 Request-to-send, Flags: ........

Transmitter address: Apple_ea:5b:66 (04:f7:e4:ea:5b:66)

Request-to-send (0x001b)
Field: Oxb400

Version: O

Type: Control frame (1)
subtype: 11

D5 status: Not leaving D5 or network is operating in AD-HOC mode
More Fragments: This 1is the last fragment

Retry: Frame is not being retransmitted

PWR MGT: STA will stay up

More Data: No data buffered

Protected flag: Data is not protected

order flag: Not strictly ordered

0 0000 = Duration: 128 microseconds

ess: Cisco_la:ee:60 (a4:0c:c3:1la:ee:60)

ST

& 9: Wireshark Wifi WiE

WEFF S _http://nutsaboutnets. com/models/ WiFi Combo for $270 USD

%

TN 281518 : https: //en. wikipedia. org/wiki/List of WLAN channels

Wireshark 802. 1134 JE :wir

eshark 802.11 filters — reference sheet
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http://nutsaboutnets.com/models/
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https://www.google.com/url?sa=t&amp;rct=j&amp;q&amp;esrc=s&amp;source=web&amp;cd=5&amp;cad=rja&amp;uact=8&amp;ved=0ahUKEwi3rrSm5-LUAhUCPBQKHWYLBDAQFghCMAQ&amp;url=http%3A%2F%2Fwww.semfionetworks.com%2Fuploads%2F2%2F9%2F8%2F3%2F29831147%2Fwireshark_802.11_filters_-_reference_sheet.pdf&amp;usg=AFQjCNFj4FtGTzUu8GkIgcneA7k3BObNqg
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